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1. Who We Are
Mishki Ltd trading as Sunbeam Control is the developer of the Sunbeam Control AI Workforce 
Operations Platform. We are registered in England and Wales. Our data protection contact is 
legal@sunbeamcontrol.com.

2. What This Policy Covers
This policy covers two distinct contexts:

• Information we collect when you visit sunbeamcontrol.com or request a demo (website 
visitors and prospective customers)

• Data processed by the Sunbeam Control product when deployed in your organisation 
(product users)

These are addressed separately below because they are fundamentally different in nature.

3. Website Visitors and Prospective Customers

3.1 What We Collect

When you visit sunbeamcontrol.com or submit a demo request form, we may collect:

• Name and work email address (from the demo request or trial download form)

• Company name, role, and approximate estate size (from the demo request form)

• Message content if you include one

• Standard web server logs: IP address, browser type, pages visited, referrer

3.2 How We Use It

• To respond to your demo request or trial download

• To send you product updates if you have opted in

• To understand how visitors find and use our website

3.3 Retention

Demo request data is retained for 24 months from the date of submission or until you request 
deletion, whichever is earlier.
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3.4 Your Rights

You have the right to access, correct, or delete your personal data held by us. To exercise these 
rights, contact legal@sunbeamcontrol.com. We will respond within 30 days.

4. Product Users — Data Processed by Sunbeam Control

4.1 The Fundamental Principle

Sunbeam Control is designed so that scan findings never leave your organisation. We do not receive, 
store, or have access to the findings generated by a scan of your environment. This is not a policy 
choice — it is an architectural constraint.

4.2 What the Product Processes

The Sunbeam scanner processes the following categories of data, locally, on your infrastructure:

• Network data: IP addresses, open ports, HTTP response headers on your local network

• Process data: names of running processes and their outbound connection destinations

• Filesystem data: browser history entries (domain names only), shell history entries (AI 
command patterns only), application log file timestamps

• Environment variable names: matched against AI API key patterns; values are never 
recorded

• VS Code extension identifiers: matched against known AI tool signatures

• Installed application names: matched against known AI tool signatures

• OS usernames: to attribute each detected agent to the account that installed it

4.3 What the Product Does Not Collect

• The content of environment variable values (credentials, tokens, API keys)

• The content of browser history beyond the domain name

• File contents of any kind

• Personal communications, emails, messages, or documents

• Keystrokes, clipboard contents, or screen captures

• Any data not directly related to AI agent detection

4.4 Where Findings Go

Findings are written to output files (PDF, CSV, JSON) on your machine at your direction. If you 
configure an integration (Splunk, Slack, webhook), findings are sent to the endpoint you specify. 
Sunbeam does not receive a copy.

4.5 Telemetry

Sunbeam does not collect telemetry, usage statistics, crash reports, or any diagnostic data from your 
environment in Trial, Pro, or Enterprise modes. The only outbound connections the scanner makes 
are version and fingerprint update checks, which contain no customer data.

5. Cookies
Sunbeamcontrol.com may use essential cookies for site functionality. We do not use advertising 
cookies or cross-site tracking. We do not share cookie data with third parties for advertising purposes.
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6. Third Parties
We use the following third-party services in connection with our website and infrastructure:

• Vercel — website hosting (no scan data processed)

• Cloudflare — DNS, CDN, and R2 object storage for product downloads and fingerprint 
updates (no scan data processed)

• Resend — transactional email for demo request notifications (receives: name and email of 
requestor only)

None of these services receive scan findings from your environment.

7. Changes to This Policy
We will update this policy when our practices change. Material changes will be notified by email to 
customers with active licences. The current version is always available at 
sunbeamcontrol.com/legal/privacy.

8. Contact
Data protection officer / privacy enquiries:

legal@sunbeamcontrol.com
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